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in writing or via telephone and we will work with you to make the information available. 


Federal Bureau of Investigation. 
Attention: Content Manager, FBI Home Page 
935 Pennsylvania Avenue, NW, Room 7350 
Washington, DC 20535 
(202) 324-3000 


http://www.fbi.gov/ 5/18/2004 


Federal Bureau of meee Home Page 


On April 21st of this year, the FBI and our international law 
enforcement partners conducted some 120 searches in 31 
states and 10 countries to dismantle some of the best known 
and most aggressive online piracy enterprises. We seized over 
200 computers and servers, including some that actually housed 
hundreds of thousands of copies of pirated works. We've 
identified nearly 100 leaders in these groups and expect that 
number to go much higher in the days ahead. 


We hope you'll help. Please take time to learn more about the 
law and policy on cyber crimes. To report cyber crimes, please 
contact your local FBI Field Office or file a complaint through the 


Internet Crime Complain Center. 


Related links: FBI press release | DOJ press release 


e Law Enforcement: It Truly is a Family: Sharing Just 


One of Many Heartwarming Stories During National 
Police Week 


+ National Police Week, May 9-15, 2004: Director 
Mueller Honors "Extraordinary Accomplishments by 
Extraordinary People" 

ә Terrorist Financing and Money Laundering 
investigations - A Global Enterprise 

e A Byte Out of History: 70 Years Ago Rise of Fascism 
leads to FBI Casework 

e FBI Adds Colombian Drug Cartel Leader to Most 
Wanted Fugitive List 

e Understanding Counterterrorism Issues: FBI 


Testimony on our Use of the "Material Support" 
Statute 


e Violence in the Name of the Environment: The Case 


of the Calculating Eco-terrorist 

+» The Terrorist Threat Integration Center: One Year 
Later 

e 21st Century Bank Robbery: The Case of the Chinese 
Embezzlers 

• Building a Network Against International Terrorism 
and Crime: Director Mueller Confers with Colleaques 
in Beijing, Hong Kong, and Tokyo 

e Cassandra Chandler Talks About Today's FBI: The 
Inside Story 

+ Building an Intelligence Network to Meet Today's 
Threat Environment - FBI Intelligence Executive 
Maureen Baginski Talks About It 


Some of these publications are in PDF (Portable Document Format). To 
view them you will need to have the Adobe Acrobat Reader plug-in 


installed on your computer. The Reader can be downloaded at no cost from 


Adobe's site on the World Wide Web. 
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ever prosecuted in South 
Florida. 
On 5/11, an Austin bank 


executive pled guilty in a 
NASCAR scam. 


On 5/11, two Phoenix men 
were arrested in alleged 
nationwide investment 
scam. 

$100,000 reward offered for 
info in Jonathan Luna case. 


New E-Scams and Warnings 


Issue: Can the FBI look at 


your library records any 
time they want? The Bureau 
responds to your concerns. 


Freedom of Information Act 
The White House 


FirstGov 


If you have difficulty accessing any material on this site because of a disability, please contact us 


http://www.tbi.gov/ 
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Investigation on 6/2/2004 at (telephonically) 


File # 295B-NH-42874 “ Date dictated 6/2/2004 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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collect copyrighted music, movies and gaming software. OPERATION FAST LINK, 
MAJOR CASE 209, was coordinated through FBIHO in which five warez organizations 
were taken down simultaneously. The FBI execute arrants inthe U.S. From those 
warrants[__ Jcomputers llene were seized. Field offices did not have the CART 
personnel to examine numerous computers seized during this operation; 3) LEGATS: 
Through IPR conferences attended by FBIHQ personnel and liaisons established with 
industry, have continued to be challenging countries to work IPR 
investigation based on their lack of support from law enforcement and/or their lack of 
knowledge/skills to investigate or prosecute IPR laws. 
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Cyber Crime Section 
Director’s Daily Report 
October 8, 2004 


INTELLECTUAL PROPERTY RIGHTS 
ATTORNEY GENERAL TASK FORCE 


UPDATE: During the week of October 12, 2004, Attorney General John Ashcroft 
will announce the recommendations his IPR Task Force developed during their six month 
collection of IPR information. The following recommendations have been presented to 
the FBI for consideration: 


1) Expand the number of agents dedicated to intellectual property investigations; 
2) Increase the number of computer forensic examiners and analysts who can examine 
digital evidence in intellectual property theft cases; 3) Co-locate Legal ches with 
intellectual property expertise in ру A ба оошо ава АШ, to assist 


Intellectual Property Law Enforcement Coordinators (IPLECs) with investigations. 


BACKGROUND: 1 April 2004, the Attorney General initiated an IP Task Force 
under the leadership of Deputy Chief of Staff/Counselor to the Attorney General David 
М. Israelite. The primary mission of the task force at its inception was to gather 
background information on the IPR crime problem from various U.S. government entities 
and ascertain what collective enforcement efforts were/are being undertaken. The task 
force is comprised of two sections — 1) Policy and Decision Making and 2) Investigation 
and Enforcement. Although designated a “task force,” this entity can more correctly be 
described as a working group/fact finding body headed by Mr. Israelite and dedicated to 
focusing on the IPR crime problem, demonstrating that it is a priority issue for the 
Attorney General and recommending policy. 


Since April 2004, the Cyber Division, in coordination with the Office of General 
Counsel, has on numerous occasions provided detailed information to the task force 
regarding investigations and initiatives being undertaken within the FBI’s IPR sub- 
program; the joint FBI-ICE IPR Center located at the Reagan Building (including a tour 
of this facility by Mr. Israelite) and domestic and international IPR training conducted by 
the FBI. General Counsel Valerie Caproni is the principal FBI representative on the task 
force. As such, Ms. Caproni maintains continuing contact with Cyber Division personnel 
regarding IPR-related task force issues. 


In response to the Attorney General’s recommendations, the following 
information is provided: 1) Resources: The FBI currently had gents throughout 
the field divisions burning resources towards the intellectual property rights program; 2) 
CART personnel: Many of the IP investigations are becoming more Cyber related. For 
instance, warez organizations, the use of Internet servers to host, distribute trade and 
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